State of Cal

ifornia Board of Equalization
Sales and Use Tax Department
Special Taxes and Fees Department

Memorandum

To

From

Subject :

STATE BOARD OF EQUALIZATION

BOARD AP

: Lynn Bartolo, Acting Deputy Director W
Sales and Use Tax Department (MIC 43) M’”

: Mr. David Gau Date:  November 25, 2015

Chief Deputy Director (MIC 101)
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Item N: Administrative Agenda

Proposed Revision to Audit Manual (AM) Chapter 1 and

Compliance Policy and Procedures Manual (CPPM) Chapters 1, 2, and 5

I am requesting approval to forward the attached revisions to the Board Proceedings Division
to be placed as consent items on the Administrative Agenda at the December 2015 meeting.
The following sections are being added to incorporate current policies and procedures:

e AM Chapter 1, Section 0101.66, Reporting Breaches of Confidential Information
o CPPM Chapter 1, Section 130.035, Reporting Breaches of Confidential Information
o CPPM Chapter 2, Section 203.125, Automatic License Renewals (ALR)

In addition, the following section is being deleted due to the expiration of the relevant statute:
¢ CPPM Chapter 5, Section 535.100, Electronic Payments — One Day Late

These revisions have been reviewed and approved by SUTD management, provided to Board

Members, and posted on the Board’s website at http://www.boe.ca.gov/sutax/pmr.htm to

solicit comments from interested parties. No comments were received from Board Members
or other interested parties.

If you have any questions, please let me know or contact Ms. Susanne Buehler at
(916) 324-1825.
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S /(qW Mr. David Gau

Joann Rick#ond, Chief Chief Deputy Director

Board Proceedings Division
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Mr. David Gau

cc: (all with attachment)
Mr. Wayne Mashihara (MIC 47)
Ms. Susanne Buehler (MIC 92)
Mr. Richard Parrott (MIC 57)
Mr. Kevin Hanks (MIC 49)
Mr. John Thiella (MIC 73)
Mr. Marc Alviso (MIC 101)
Mr. Chris Lee (MIC 101)
Ms. Leila Hellmuth (MIC 43)
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REPORTING BREACHES OF CONFIDENTIAL INFORMATION 0101.66

In accordance with the Information Practices Act (Civil Code section 1798 et seq.) and
Board of Equalization policy, any loss, compromise, or theft of taxpaver information
must be immediately reported by staff to their supervisor or manager.

The format in which information is maintained is immaterial to this reporting
requirement, but common examples of how taxpaver information may be stored
includes but is not limited to:

e Hard copy (e.g., audit working papers, IRIS printouts, taxpaver forms)

e Computer hard drive

e USB or other data storage device

In addition, any detection or suspected breach of computerized data by any
unauthorized person(s) must be reported promptly to supervisors or managers.

In each instance, management will report the loss, compromise, theft, or breach to the
Disclosure Officer in the Legal Department’s Settlement and Administration Division.
When necessary, the Disclosure Officer will notify the Chief Counsel, and a
determination as to the appropriate action will be made after review of all pertinent
facts.

Following are applicable references that may also contain additional reporting
requirements:

e Board of Equalization Administrative Manual (BEAM) section 2205 — Lost, Stolen
or Destroved Property, and section 8025 — Lost, Stolen or Destroyed Computer

Equipment
e State Administrative Manual (SAM) section 5300 — Information Security

e Budget Letter (BL) 05-32 — Encryption of Portable Computing Devices

e Budget Letter (BL) 03-03 — Notification of Information Technology Incidents and
Computer Crimes

e Civil Code section 1798.29



http://eboe/eboe3/beam/part3/2205.pdf
http://eboe/eboe3/beam/part3/2205.pdf
http://eboe/eboe3/beam/part6/8023-25.pdf
http://eboe/eboe3/beam/part6/8023-25.pdf
http://sam.dgs.ca.gov/TOC/5300.aspx
http://www.dof.ca.gov/budgeting/budget_letters/documents/BL05-32.pdf
http://www.dof.ca.gov/budgeting/budget_letters/documents/BL03-03.pdf
http://www.dof.ca.gov/budgeting/budget_letters/documents/BL03-03.pdf
http://www.leginfo.ca.gov/cgi-bin/displaycode?section=civ&group=01001-02000&file=1798.25-1798.29

REPORTING BREACHES OF CONFIDENTIAL INFORMATION 130.035

In accordance with the Information Practices Act (Civil Code section 1798 et seq.) and
Board of Equalization policy, anv loss, compromise, or theft of taxpaver information must
be immediately reported by staff to their supervisor or manager.

The format in which information is maintained is immaterial to this reporting
requirement, but common examples of how taxpayver information may be stored includes
but is not limited to:

e Hard copy (e.g., audit working papers, IRIS printouts, taxpaver forms)

e Computer hard drive

e USB or other data storage device

In addition, any detection or suspected breach of computerized data by any unauthorized
person(s) must be reported promptly to supervisors or managers.

In each instance, management will report the loss, compromise, theft, or breach to the
Disclosure Officer in the Legal Department’s Settlement and Administration Division.
When necessary, the Disclosure Officer will notify the Chief Counsel, and a determination
as to the appropriate action will be made after review of all pertinent facts.

Following are applicable references that may also contain additional reporting
requirements:

e Board of Equalization Administrative Manual (BEAM) section 2205 — Lost, Stolen
or Destroyed Property, and section 8025 — Lost, Stolen or Destroyed Computer

Equipment
e Audit Manual section 0101.65 — Confidential Information

e State Administrative Manual (SAM) section 5300 — Information Security

e Budget Letter (BL) 05-32 — Encryption of Portable Computing Devices

e Budget Letter (BL) 03-03 — Notification of Information Technology Incidents and
Computer Crimes

e Civil Code section 1798.29



http://eboe/eboe3/beam/part3/2205.pdf
http://eboe/eboe3/beam/part3/2205.pdf
http://eboe/eboe3/beam/part6/8023-25.pdf
http://eboe/eboe3/beam/part6/8023-25.pdf
http://www.boe.ca.gov/sutax/manuals/am-01.pdf
http://sam.dgs.ca.gov/TOC/5300.aspx
http://www.dof.ca.gov/budgeting/budget_letters/documents/BL05-32.pdf
http://www.dof.ca.gov/budgeting/budget_letters/documents/BL03-03.pdf
http://www.dof.ca.gov/budgeting/budget_letters/documents/BL03-03.pdf
http://www.leginfo.ca.gov/cgi-bin/displaycode?section=civ&group=01001-02000&file=1798.25-1798.29

Automatic License Renewals (ALR) 203.125
Cigarette and Tobacco Products

Licensees with accounts registered under the Cigarette and Tobacco Products Licensing
Program are required to annually renew their Cigarette and Tobacco Products license(s).
The renewals are requested through the Online Registration system. Licensees will not be
able to renew their cigarette and tobacco products license using the express login option
and must log in using their User ID and password.

The Board of Equalization (BOE) will send two notifications, one by U.S. mail and the
other by email, approximately 60 days prior to the date the license expires. The
notifications will inform the licensees that their license is about to expire and will instruct
them to log on to BOE's website to complete the renewal process. A follow-up reminder
will be sent by email 30 days before the license is set to expire to those not yet renewed.

Retailers (LRs) who have allowed their license to expire will be required to pay a
reinstatement fee for their retailer’s license to be reactivated as it is automatically closed
once the license expires. The reinstatement fee is $100 for each license location which
has expired and been closed out as a code 9. Currently, the reinstatement fee only
applies to retailers.

Wholesalers (LWs) and Distributors (LDs) are required to annually renew their license(s)
on or before January 1, and they must include a remittance fee of $1,000 per business
location. The annual renewal notification is sent by mail and email in mid-October. If not
renewed by late November/early December, a follow-up reminder is sent by email. If they
allow their license to expire, their account will automatically be closed out as a code 9
effective December 31. If they wish to reinstate their license, there is no reinstatement
fee; however, the $1,000 annual renewal fee is required.

Licensed Manufacturers or Importers (LM or LTs) of cigarette and tobacco products must
also annually renew their license(s). The annual renewal notification is sent by mail and
email in mid-October, with a follow-up email going out in late November/early December
to those not yet renewed. There are no renewal fees; however, if they allow their license to
expire, their account will be closed out as a code 9 effective December 31.

International Fuel Tax Agreement (IFTA)

Accounts registered under the IFTA program are required to renew their IFTA license and
obtain new IFTA decals on an annual basis by completing a renewal application. Renewal
applications are completed and processed through the Online Registration system.
Licensees must log in using their User ID and password as Express Login will not grant
them access.

The BOE will send three license renewal notification emails. The first email is sent
approximately 45 days prior to the date the license expires, informing the licensee about
the renewal requirement and process. The second email is sent approximately 30 days
prior to the license expiration date, notifying the licensee a renewal is due. The third
email is sent to all accounts that have not renewed informing the licensee their account
will be closed for failure to file a renewal application.

Accounts that do not renew will be automatically closed out as a code 9 effective
December 31. Licensees wishing to reopen their account may do so by completing a
renewal application.
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